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Abstract— The rapid expansion of e-commerce has 
increased the operational complexity of fraud prevention 
by creating high-volume, high-velocity, and behaviorally 
diverse transaction environments. Conventional rule-
based controls and static machine-learning classifiers 
often struggle when fraudulent behavior evolves faster 
than predefined detection logic or historical training 
patterns. This study investigates a machine learning-
driven risk scoring framework designed to estimate 
transaction-level fraud propensity while incorporating 
behavioral, transactional, temporal, device, and account-
level signals. The central research gap concerns the 
limited integration of calibrated risk scores with cost-
sensitive fraud intervention, particularly in environments 
characterized by severe class imbalance and concept drift. 
The proposed framework emphasizes probabilistic 
scoring rather than simple fraud-versus-legitimate 
classification, enabling transactions to be categorized into 
differentiated intervention bands. Its design combines 
ensemble learning, temporal feature construction, 
probability calibration, and threshold optimization to 
support adaptive fraud screening while reducing 
unnecessary rejection of legitimate customers. 
The study further proposes an experimental protocol that 
evaluates both predictive discrimination and decision 
quality through calibration error, expected fraud loss, 
false-positive burden, and ranking-oriented measures. 
Keywords— E-commerce fraud detection, Machine 
learning, Risk scoring, Probability calibration, Cost-
sensitive learning, Transaction analytics 

Introduction 

E-commerce ecosystems depend on the ability to approve 
legitimate transactions rapidly while identifying fraudulent 
activity before financial or reputational damage occurs. This 

balance has become increasingly difficult as online 
commerce expands across mobile devices, digital wallets, 
marketplaces, subscription platforms, social commerce 
channels, and cross-border payment systems. Fraudulent 
transactions may resemble legitimate purchases at the point 
of authorization, while sophisticated attackers can manipulate 
account credentials, device identities, delivery information, 
payment instruments, browsing patterns, and transaction 
timing to avoid detection. As a result, fraud prevention is no 
longer adequately represented as a fixed set of suspicious 
conditions. It is increasingly a problem of estimating 
continuously changing risk under uncertainty. 

Traditional fraud controls in e-commerce have relied heavily 
on expert-defined rules. Examples include blocking 
unusually large transactions, identifying repeated payment 
failures, flagging orders from unusual locations, or restricting 
transactions involving mismatched billing and shipping 
information. Rule-based systems remain useful because they 
are transparent and operationally simple. However, their 
effectiveness decreases when attackers adapt to known 
thresholds or distribute suspicious characteristics across 
several apparently normal transactions. Rules also tend to 
generate excessive alerts when applied to heterogeneous 
customer populations. A transaction that is highly unusual for 
one customer may be entirely normal for another. 

Machine learning has transformed fraud detection by 
allowing predictive systems to discover nonlinear 
relationships among multiple risk indicators. Models such as 
random forests, gradient boosting machines, neural networks, 
support vector machines, and anomaly-detection algorithms 
can analyze large collections of historical transactions and 
estimate the probability that a new transaction is fraudulent. 
More recent fraud-prevention architectures increasingly 
combine supervised models with behavioral analytics, graph-
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derived features, device intelligence, and streaming decision 
systems. These developments have improved the capability 
of automated systems to detect patterns that are difficult to 
encode manually. 

Nevertheless, a critical methodological issue remains 
unresolved. Many fraud studies continue to formulate the 
problem primarily as binary classification: each transaction is 
predicted as either fraudulent or legitimate. This formulation 
is useful for evaluating algorithms but does not fully reflect 
the operational requirements of an e-commerce fraud 
management system. Fraud teams rarely act on a single yes-
or-no prediction. Instead, transactions may be automatically 
approved, subjected to additional authentication, referred for 
manual review, temporarily held, or rejected entirely. These 
differentiated actions require a reliable estimate of risk 
magnitude, not merely a class label. 

A risk score represents the estimated likelihood or expected 
severity of fraud associated with a transaction. For example, 
two transactions may both be classified as suspicious while 
having substantially different estimated probabilities of fraud. 
A transaction with a moderate risk score may justify 
additional authentication, whereas a transaction with 
extremely high estimated risk may justify immediate 
rejection. If model probabilities are poorly calibrated, 
however, the numerical score may not correspond to the 
actual incidence of fraud. This creates a practical problem: a 
model can achieve strong ranking performance while still 
producing unreliable probabilities. 

This distinction is particularly important in e-commerce 
because the costs of prediction errors are asymmetric. A false 
negative can lead to chargebacks, merchandise loss, 
investigation cost, account compromise, and customer 
distrust. A false positive can also be damaging because it may 
block a legitimate purchase, frustrate customers, increase cart 
abandonment, and reduce long-term customer value. 
Therefore, an effective fraud prevention system should not 
simply maximize predictive accuracy. It should optimize risk-
sensitive decisions under unequal error costs. 

Another major challenge concerns class imbalance. In most 
transactional environments, legitimate transactions greatly 
outnumber fraudulent ones. A model trained without 
addressing this imbalance may achieve apparently high 
accuracy while providing weak fraud detection. Metrics such 
as overall accuracy are therefore inadequate when evaluated 
in isolation. Precision, recall, F-scores, precision-recall area, 
ranking quality, expected cost, and calibration-based metrics 
provide a more informative representation of model 
usefulness. 

Fraud behavior is also non-stationary. Attack patterns change 
in response to emerging payment methods, security controls, 
seasonal purchasing behavior, platform policy changes, data 
breaches, and attacker experimentation. Consequently, a 

model that performs strongly during development may 
deteriorate when deployed on future transactions. This 
phenomenon, commonly described as concept drift, is 
particularly important in fraud analytics because the 
adversarial population actively adjusts its strategies. Static 
validation based on random train-test splits can underestimate 
this difficulty because future transactions may not resemble 
randomly sampled historical records. 

 
Fig. 1: eCommerce Fraud Detection 

Source: https://appinventiv.com/blog/fraud-management-for-
ecommerce-businesses/ 

The present study addresses these limitations by 
conceptualizing e-commerce fraud prevention as a dynamic 
risk-scoring and intervention optimization problem. 
Instead of generating a single binary output, the proposed 
framework estimates transaction-level fraud probabilities and 
subsequently calibrates these probabilities so that the 
numerical scores better correspond to observed fraud 
incidence. The risk score is then mapped to operational 
decision bands using cost-sensitive threshold optimization. 

The distinctive research gap addressed by this study lies at the 
intersection of three issues that are frequently examined 
separately: predictive fraud classification, probability 
calibration, and economically informed transaction 
intervention. Existing fraud-detection research often focuses 
on maximizing discrimination metrics such as area under the 
receiver operating characteristic curve, while practical fraud 
systems require trustworthy scores that can support different 
levels of intervention. A high-performing classifier is not 
necessarily an effective risk-scoring system if its probabilities 
are systematically overconfident or underconfident. 
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Accordingly, this research proposes a machine-learning risk-
scoring architecture integrating temporal transaction 
behavior, account activity, device consistency, payment 
attributes, purchasing context, and velocity indicators. The 
framework is designed to distinguish low-, medium-, high-, 
and critical-risk transactions rather than forcing all cases into 
a binary decision at the first stage. The methodological 
emphasis is placed on gradient-boosted ensemble learning 
combined with probability calibration and cost-sensitive 
threshold selection. Temporal validation is incorporated to 
test whether the risk model remains useful when applied to 
later transaction periods. 

The principal objective of the study is therefore to determine 
whether calibrated machine-learning risk scores can improve 
fraud prevention decisions relative to conventional binary 
classification. More specifically, the study examines whether 
the proposed system can maintain strong fraud-ranking 
performance, improve the reliability of predicted 
probabilities, reduce false-positive burden, and support more 
economically rational intervention thresholds. 

The study makes several contributions. First, it distinguishes 
between discrimination and calibration, two properties that 
are often incorrectly treated as interchangeable in fraud 
analytics. Second, it incorporates operational fraud cost into 
risk-threshold selection rather than selecting thresholds solely 
from conventional classification metrics. Third, the 
framework explicitly accounts for temporal behavioral 
change using time-ordered validation. Finally, it proposes a 
risk-band architecture that is more compatible with real fraud-
management workflows than a single binary decision 
boundary. 

From an operational perspective, such an architecture can be 
integrated into transaction authorization pipelines in which 
risk scores are computed immediately after feature extraction. 
Low-risk transactions may proceed without additional 
friction, moderate-risk transactions may trigger step-up 
verification, high-risk cases may be referred for review, and 
extreme-risk transactions may be declined. The resulting 
system therefore shifts fraud analytics from retrospective 
classification toward proactive risk-based decision support. 

Literature Review 

2.1 Evolution of Fraud Detection in E-Commerce 

Fraud detection has evolved from deterministic controls 
toward data-driven predictive systems. Early fraud 
prevention mechanisms relied primarily on blacklists, static 
transaction limits, verification rules, and manually designed 
suspicious-pattern indicators. Such approaches offered clear 
decision logic but were limited by their inability to capture 
interactions among multiple variables. 

Machine learning expanded the analytical scope of fraud 
detection by identifying complex patterns across payment 
amount, transaction frequency, customer history, merchant 
attributes, device characteristics, and geographic information. 
Supervised classification became particularly prominent 
because confirmed fraudulent and legitimate transactions 
could be used as historical labels. Logistic regression, 
decision trees, random forests, support vector machines, and 
boosting methods have therefore been widely applied to 
transaction fraud problems. 

The increasing complexity of online commerce has 
encouraged the development of hybrid systems. Rather than 
relying exclusively on a single classifier, contemporary fraud 
systems may incorporate supervised prediction, anomaly 
detection, behavioral profiling, graph analysis, and rules. This 
architecture reflects a practical recognition that different 
fraud mechanisms produce different statistical signatures. 

A supervised model is effective when newly observed fraud 
resembles previously labeled examples. In contrast, anomaly-
detection techniques may identify behavior that deviates 
substantially from historical customer activity even when the 
specific fraud pattern has not appeared before. Rule-based 
controls remain useful for enforcing explicit policy 
constraints. Consequently, the most effective fraud-
prevention architectures tend to combine complementary 
analytical components rather than replacing all conventional 
controls with one machine-learning model. 

2.2 Transaction Features and Behavioral Risk Indicators 

The quality of fraud prediction depends substantially on 
feature representation. Raw transaction attributes such as 
payment amount, time, location, product type, account age, 
and payment method provide useful information but may be 
insufficient when considered independently. 

Behavioral features often provide stronger fraud signals 
because they contextualize current activity relative to 
previous customer behavior. For example, a transaction 
amount may appear normal globally but become suspicious 
when it is several times larger than the customer's historical 
purchase pattern. Similarly, a login from a new device may be 
low risk for a recently created account but more significant 
for a long-standing account with stable device usage. 

Velocity features are especially important in real-time fraud 
scoring. They describe the number, frequency, or cumulative 
value of actions performed within specified time intervals. 
Examples include the number of payment attempts within ten 
minutes, the number of different cards used by one account 
within twenty-four hours, or the number of customer accounts 
associated with a single device. 

Temporal context can also improve risk estimation. Fraud 
activity may display characteristic patterns around transaction 
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timing, account creation, password resets, delivery-address 
changes, or unusually rapid sequences of actions. Therefore, 
effective risk scoring should represent transactions as events 
embedded within behavioral histories rather than isolated 
rows in a database. 

Device and identity-consistency features have also become 
increasingly relevant. Mismatch among registered user 
location, IP region, device fingerprint, billing address, and 
shipping destination may increase risk. However, such 
indicators should be interpreted probabilistically rather than 
through rigid blocking rules because legitimate users also 
travel, replace devices, and send purchases to different 
addresses. 

2.3 Ensemble Learning for Fraud Risk Prediction 

Ensemble models are particularly suitable for structured fraud 
datasets because they can model nonlinear relationships and 
high-order feature interactions without requiring extensive 
manual specification. Random forests reduce variance by 
averaging predictions across multiple decision trees, while 
gradient boosting sequentially constructs models that correct 
the errors of previous estimators. 

Gradient-boosted decision tree algorithms have become 
attractive for financial and transactional risk modelling 
because they can process heterogeneous feature types, 
accommodate nonlinear boundaries, and capture interactions 
among behavioral indicators. Their ability to produce feature-
importance information also improves interpretability 
relative to many black-box deep-learning architectures. 

However, raw probabilities generated by ensemble models 
are not always well calibrated. A model may rank fraudulent 
transactions effectively while producing probability estimates 
that exaggerate or underestimate the actual risk. This 
distinction is central to the present study because operational 
intervention thresholds depend on the numerical meaning of 
the risk score. 

For example, suppose a model assigns a risk score of 0.80 to 
a group of transactions. If approximately 80% of those 
transactions are actually fraudulent, the score is well 
calibrated. If only 40% are fraudulent, the score is 
substantially overconfident. Both models may achieve similar 
ranking performance while leading to very different 
operational decisions. 

2.4 Probability Calibration as an Underexplored 
Component 

Probability calibration concerns the agreement between 
predicted probabilities and empirical outcome frequencies. It 
has received significant attention in probabilistic forecasting 
and clinical risk prediction but remains less emphasized in 
many fraud-detection studies than ranking metrics. 

This gap is consequential because fraud-management policies 
frequently depend on score thresholds. A business may 
decide, for example, that transactions above a certain 
predicted probability require manual review. If probability 
estimates are unstable or miscalibrated, threshold policies 
become difficult to interpret and may behave inconsistently 
over time. 

Calibration techniques can be applied after model training. 
Methods such as Platt-style logistic calibration and isotonic 
regression transform raw model outputs into probabilities that 
more closely correspond to observed event frequencies. 
Calibration should be evaluated on data separate from the 
model-training sample to prevent optimistic estimation. 

The present study therefore treats calibration as a core 
component rather than a secondary refinement. The proposed 
architecture separates the modelling process into 
discrimination, probability calibration, and decision-
threshold optimization. This modular structure allows each 
stage to be evaluated independently. 

 
Fig. 2: Using Machine Learning Against Financial Fraud 

Source: https://dashdevs.com/blog/beyond-traditional-methods-
using-machine-learning-against-financial-fraud/ 

2.5 Class Imbalance and Metric Selection 

Fraud datasets are strongly imbalanced because fraudulent 
cases generally constitute only a small fraction of all 
transactions. This imbalance creates both modelling and 
evaluation difficulties. 

Standard accuracy can be misleading because a model that 
predicts nearly every transaction as legitimate may still 
achieve high overall accuracy. Consequently, fraud studies 
increasingly rely on measures such as precision, recall, F1-
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score, Matthews correlation coefficient, receiver operating 
characteristic area, and precision-recall area. 

Precision-recall evaluation is especially relevant when 
positive cases are rare because it focuses directly on fraud 
detection quality. Precision measures the proportion of 
flagged transactions that are actually fraudulent, whereas 
recall measures the proportion of all fraudulent transactions 
successfully detected. 

Risk-scoring systems require additional measures. The Brier 
score evaluates the squared error of probability predictions, 
while expected calibration error summarizes the discrepancy 
between predicted and observed probabilities across score 
intervals. These metrics complement discrimination measures 
and provide evidence about whether a predicted risk value 
can be interpreted probabilistically. 

The present study also proposes cost-oriented evaluation. 
Because the financial consequences of false negatives and 
false positives differ substantially, the optimal threshold 
cannot be determined from F1-score alone. A business may 
rationally tolerate additional manual reviews if doing so 
prevents a large expected fraud loss. Conversely, excessively 
aggressive blocking can damage legitimate revenue. A risk-
scoring framework should therefore incorporate an explicit 
cost function. 

2.6 Concept Drift and Temporal Validation 

Concept drift represents a major limitation of static fraud 
models. Customer behavior, fraud tactics, merchant activity, 
transaction channels, and payment ecosystems evolve over 
time. Consequently, the statistical relationship between input 
variables and fraud outcomes may change after model 
deployment. 

Random cross-validation does not adequately reproduce this 
deployment setting because transactions from future periods 
may be distributed across both training and test partitions. 
Such leakage can create unrealistically optimistic estimates 
of generalization. 

Temporal validation provides a more realistic evaluation 
strategy. Historical transactions are used for model 
development, while later transactions are reserved for 
validation and testing. This procedure simulates the 
operational sequence in which a model is trained using past 
observations and applied to future activity. 

The proposed study adopts this principle because temporal 
robustness is essential for evaluating fraud risk scores. A 
probability estimate that is calibrated on randomly sampled 
historical transactions may become unreliable when fraud 
prevalence or attacker behavior changes. Therefore, 
calibration drift is assessed alongside predictive drift. 

Proposed Methodology 

The proposed system, termed the Calibrated Adaptive 
Fraud Risk Scoring Framework (CAFRS), is designed to 
transform raw e-commerce transactions into operational risk 
scores rather than simple binary labels. The framework 
consists of five sequential stages: transaction profiling, 
behavioral feature engineering, cost-sensitive ensemble 
learning, probability calibration, and risk-band assignment. 

Each incoming transaction is represented using transaction-
level and customer-history variables. Transaction-level 
variables describe the immediate purchase, whereas 
behavioral variables compare the current event with the 
customer's previous activities. This distinction allows the 
model to recognize circumstances in which an otherwise 
ordinary purchase becomes anomalous because of its 
relationship with preceding behavior. 

The initial fraud probability produced by the classifier is 
defined as: 

[ 
P(F_i=1|X_i)=f(X_i) 
] 

where (F_i) denotes the fraud status of transaction (i), (X_i) 
represents its multidimensional feature vector, and (f(\cdot)) 
is the machine-learning prediction function. 

Because raw ensemble probabilities may not accurately 
reflect empirical fraud frequencies, a separate calibration 
function (g(\cdot)) is subsequently applied: 

[ 
R_i=g[P(F_i=1|X_i)] 
] 

where (R_i) represents the calibrated fraud risk score. 

The calibrated score is then mapped into four operational 
categories: low risk, moderate risk, high risk, and critical risk. 
Low-risk transactions can be automatically approved. 
Moderate-risk transactions can trigger secondary 
authentication. High-risk cases may be directed to manual 
review, while transactions falling in the critical-risk region 
may be temporarily blocked or subjected to stronger 
verification. 

Threshold selection is based on expected decision cost rather 
than classification accuracy alone. The optimization criterion 
is expressed as: 

[ 
C(T)=C_{FP}FP(T)+C_{FN}FN(T) 
] 

where (T) represents the decision threshold, (C_{FP}) 
denotes the cost associated with incorrectly flagging a 
legitimate transaction, and (C_{FN}) represents the cost of 
allowing a fraudulent transaction. 
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For the controlled experiment conducted in this study, the 
false-negative penalty was assigned twenty times the unit 
penalty of a false positive. This weighting was selected to 
model a fraud-control environment in which missed fraud 
represents a substantially greater operational loss than 
additional transaction review. It should not be interpreted as 
a universal industry cost ratio. 

Experimental Setup 

4.1 Dataset 

To avoid presenting unverifiable proprietary e-commerce 
observations as empirical facts, the experimental evaluation 
used a synthetically generated transaction dataset 
containing 60,000 observations. The objective was to create 
a controlled environment in which class imbalance, customer 
heterogeneity, nonlinear fraud relationships, and temporal 
drift could be reproduced. 

Approximately 0.88% of the generated observations were 
labelled fraudulent, producing a strongly imbalanced 
classification problem similar to the structure commonly 
encountered in fraud analytics. 

Ten predictor groups were incorporated: 

• transaction amount; 

• recent transaction velocity; 

• account age; 

• device mismatch indicator; 

• geographic inconsistency; 

• new-device activity; 

• recent failed-payment frequency; 

• unusual transaction timing; 

• recent delivery-address modification; and 

• promotional-discount intensity. 

Fraud probabilities were generated through interactions 
among these characteristics rather than from a single 
deterministic rule. A temporal shift was also introduced into 
the final portion of the transaction stream so that device and 
velocity characteristics became relatively more influential 
during later periods. This allowed the experiment to examine 
model behavior under controlled concept drift. 

4.2 Preprocessing 

Transactions were arranged chronologically before 
partitioning. The first 60% of observations were used for 

training, the following 20% for validation and probability 
calibration, and the final 20% for testing. 

This temporal partitioning deliberately avoided random train-
test allocation. In practical deployment, a fraud system learns 
from historical transactions and predicts future ones; 
therefore, a chronological design provides a stricter test of 
model robustness. 

Continuous variables with long-tailed distributions, 
particularly transaction amount and account age, were 
bounded during feature construction to reduce the 
disproportionate influence of extreme observations. Binary 
behavioral indicators were retained directly. No information 
from the final test interval was used during training, 
calibration, or threshold selection. 

Class imbalance was handled through cost-sensitive learning 
rather than aggressive synthetic oversampling. This decision 
was made because artificially generated minority 
observations may distort temporal or behavioral relationships 
in fraud data. 

4.3 Model Architecture 

Four modelling configurations were compared: 

1. Logistic Regression; 

2. Random Forest; 

3. Histogram-Based Gradient Boosting; 

4. Calibrated Gradient-Boosting Risk Scorer. 

Logistic regression served as an interpretable linear baseline, 
while random forest represented bagged tree ensembles. 
Gradient boosting was selected as the principal nonlinear 
learner because it can capture complex interactions among 
velocity, transaction amount, device characteristics, and 
customer history. 

The principal gradient-boosting architecture contained a 
maximum of 31 terminal leaves per iteration, a learning rate 
of 0.06, 220 boosting iterations, and L2 regularization. 
Fraudulent training observations received higher sample 
weights to reflect asymmetric classification consequences. 

The final CAFRS configuration applied isotonic calibration 
to gradient-boosting predictions using only the validation 
period. This calibration stage converted raw model scores 
into empirically better-aligned fraud probabilities. 

4.4 Training Strategy 

Training proceeded in three stages. First, the classifier learned 
fraud-discrimination patterns from the chronological training 
segment. Second, probability calibration was conducted 
using the subsequent validation segment. Third, intervention 
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thresholds were selected by minimizing the weighted 
combination of false-positive and false-negative costs. 

The final test period remained completely unseen until the 
end of model development. This separation reduced the 
likelihood that model or threshold selection would be 
optimized directly against test outcomes. 

4.5 Evaluation Metrics 

Evaluation was intentionally multidimensional. Receiver 
Operating Characteristic Area Under the Curve (ROC-AUC) 
measured ranking discrimination, while Precision-Recall 
Area Under the Curve (PR-AUC) emphasized performance 
on the rare fraud class. 

Precision, recall, F1-score, and Matthews Correlation 
Coefficient were examined at cost-sensitive operating 
thresholds. Probability quality was assessed through the Brier 
score and Expected Calibration Error (ECE). Lower values 
for both calibration metrics represent better probabilistic 
reliability. 

The final evaluation also included weighted decision cost: 

[ 
Weighted\ Cost=FP+20(FN)  
] 

This metric was used because the study focuses on 
operational risk scoring rather than discrimination alone. 

Results and Discussion 

The temporal holdout evaluation produced an important 
finding: the model with the highest ranking discrimination 
was not necessarily the model producing the most 
operationally useful risk score. 

Logistic regression obtained the strongest ROC-AUC and 
PR-AUC among the evaluated configurations. However, its 
raw probabilities were poorly calibrated in the temporally 
shifted test period, with an Expected Calibration Error of 
approximately 0.372. Consequently, threshold optimization 
generated a large number of legitimate transaction alerts. 

Gradient boosting showed somewhat lower discrimination 
but considerably stronger probability behavior. Its Brier score 
was substantially lower than that of both logistic regression 
and random forest. 

The calibrated gradient-boosting model produced the clearest 
improvement in probability reliability. Its ECE decreased 
from approximately 0.041 before calibration to 0.003 after 
isotonic calibration. The Brier score also decreased from 
0.0181 to approximately 0.0146. 

Table 1. Temporal Evaluation of Fraud Risk-Scoring 
Models 

Model 
Configu
ration 

RO
C-
AU
C 

PR
-
A
U
C 

Bri
er 
Sco
re ↓ 

Expect
ed 
Calibr
ation 
Error 
↓ 

False 
Posit
ives 

False 
Negat
ives 

Logistic 
Regressi
on 

0.7
69 

0.0
74 

0.18
49 0.3721 1,806 88 

Random 
Forest 

0.6
58 

0.0
31 

0.04
79 0.1545 95 174 

Gradient 
Boosting 

0.7
16 

0.0
55 

0.01
81 0.0412 242 161 

Calibrate
d Risk 
Scorer 

0.7
14 

0.0
42 

0.01
46 0.0033 242 161 

 

The result illustrates why fraud-scoring research should 
distinguish discrimination from calibration. Logistic 
regression ranked transactions reasonably well but generated 
probabilities that were substantially misaligned with 
observed test-period fraud frequencies. Such a model could 
therefore appear effective under conventional AUC 
evaluation yet remain difficult to use for probability-based 
operational decisions. 

The calibrated risk scorer achieved the lowest Brier score and 
dramatically reduced calibration error. The relative reduction 
in ECE compared with the uncalibrated gradient-boosting 
model was approximately 92%. This indicates that post-
training calibration substantially improved the 
correspondence between model scores and realized fraud 
frequencies within the controlled experiment. 

Interestingly, calibration did not materially change the 
selected false-positive and false-negative counts because 
threshold optimization preserved a similar operational 
boundary. Its principal benefit was instead the 
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interpretability of the numerical risk score. This is 
important because fraud-management systems frequently 
apply multiple decision boundaries rather than a single fraud 
threshold. 

For example, a calibrated score can support operational bands 
such as: 

• low-risk transactions for automatic approval; 

• intermediate-risk transactions for step-up 
authentication; 

• high-risk transactions for analyst review; and 

• extreme-risk transactions for restrictive 
intervention. 

A poorly calibrated model may still rank transactions 
correctly but make such probability bands difficult to 
interpret. 

The temporal evaluation also demonstrated the consequences 
of concept drift. Fraud relationships embedded in the test 
period differed from those in the earlier training interval. The 
deterioration in discrimination across tree-based models 
illustrates why a fraud system should not be evaluated 
exclusively using random validation. 

Another important observation concerns false-positive 
burden. Logistic regression detected more fraudulent cases 
but generated 1,806 false-positive alerts in the 12,000-
transaction test interval. Such alert volume could increase 
manual-review requirements and introduce customer friction. 
The gradient-boosting configuration produced a more 
balanced cost profile under the predefined penalty structure. 

The findings therefore support the principal research 
proposition: fraud prevention should be treated as a 
calibrated decision problem rather than only as a 
classification problem. A classifier that assigns trustworthy 
probabilities can support more flexible operational responses 
and makes risk thresholds more meaningful to fraud analysts. 

Limitations 

The principal limitation is the use of synthetically generated 
transaction data. Although the dataset was constructed to 
represent realistic challenges including class imbalance, 
behavioral interactions, and temporal drift, it cannot 
reproduce the full complexity of actual e-commerce fraud 
operations. 

Real datasets may contain richer information concerning 
merchants, payment networks, browser fingerprints, 
customer networks, chargeback delays, identity relationships, 
fulfilment patterns, and adversarial coordination. 

Second, the experimental cost function used a fixed false-
negative-to-false-positive penalty ratio. Actual economic 
consequences vary according to transaction value, 
merchandise type, chargeback policy, customer lifetime 
value, manual-review expenditure, and payment channel. 

Third, the experiment evaluated structured transaction 
records rather than graph-based fraud relationships. 
Coordinated fraud networks may require relational modelling 
across shared devices, addresses, payment instruments, 
accounts, and merchants. 

Finally, the calibration procedure was evaluated over one 
controlled temporal drift pattern. Production environments 
may experience abrupt fraud campaigns, changes in fraud 
prevalence, seasonal effects, or recurrent forms of drift that 
require continuous monitoring. 

Future Scope 

Future research should evaluate the framework using privacy-
compliant real-world transaction datasets with delayed fraud 
labels and realistic chargeback outcomes. Particular attention 
should be given to online recalibration, allowing risk 
probabilities to adjust when fraud prevalence changes after 
deployment. 

Graph neural networks could also be integrated with the 
proposed architecture to identify coordinated fraud rings. 
Transactions can be represented as heterogeneous graphs 
connecting customers, devices, addresses, payment 
instruments, merchants, and IP locations. 

Another promising extension is the use of uncertainty-aware 
risk scoring. Instead of returning only a point probability, the 
model could estimate confidence intervals or predictive 
uncertainty. Transactions with uncertain predictions could 
then be preferentially assigned to human analysts. 

Future systems should additionally incorporate customer 
lifetime value into intervention optimization. Blocking a 
legitimate high-value customer may impose a substantially 
greater long-term cost than temporarily reviewing a low-
value transaction. 

Federated learning represents another potential direction for 
fraud intelligence across organizations. Participating 
institutions could collaboratively improve fraud models 
without directly exchanging sensitive transaction records. 

Finally, adaptive drift detection could continuously examine 
score distributions, calibration error, fraud prevalence, and 
feature distributions. Model recalibration or retraining could 
then be initiated when predefined stability thresholds are 
exceeded. 

Conclusion 

http://www.wjcrt.org/
https://wjcrt.org/
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This study presented a machine learning-driven risk-scoring 
framework for e-commerce fraud prevention that moves 
beyond conventional binary classification. The central 
contribution was the integration of ensemble prediction, 
probability calibration, temporal validation, and cost-
sensitive intervention selection into a unified fraud-
management architecture. 

The controlled experiment demonstrated that predictive 
discrimination alone is insufficient for evaluating a fraud risk 
system. Although logistic regression achieved the highest 
ROC-AUC in the temporal test period, its probability 
estimates exhibited substantial miscalibration and generated 
a high false-positive burden. Gradient boosting produced a 
more favorable decision-cost profile, while isotonic 
calibration reduced Expected Calibration Error from 
approximately 0.041 to 0.003 and improved the Brier score 
from 0.0181 to 0.0146. 

These findings emphasize that fraud scores should have 
operational meaning. When predicted probabilities 
correspond more closely to observed fraud frequencies, e-
commerce platforms can construct differentiated intervention 
strategies rather than relying on a universal rejection 
threshold. 

The proposed CAFRS framework therefore reframes e-
commerce fraud detection as a problem of dynamic 
probabilistic risk estimation and economically informed 
decision control. Its principal practical value lies in 
supporting transaction approval, additional authentication, 
manual review, and restrictive intervention according to 
graded levels of estimated risk. 

Although validation on real transaction environments 
remains necessary before production deployment, the study 
establishes a methodological foundation for fraud-prevention 
systems that are not only predictive, but also calibrated, 
adaptive, and aligned with operational decision costs. 
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